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Objective: 

 Students can understand the concepts of enterprise and core version with advance concept of security 

Pre-requisites: 

Pre-requisites: 

Basic knowledge of basic server enterprise roll configuration and implementation in server and client OS. 

Course Outcomes : 

Name of CO Description 

CO1 Understanding the difference between enterprise and Core Version for security purpose. 

CO2 Understanding and creation, Preloaded Scripting using PowerShell. 

CO3 Able to crate the GP and RODC for Backup and Recovery purpose. 

CO4 Understanding the ADRMS for Rights Management. 

Mapping of CO and PO 

COs PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 

CO1 2 1 3 0 3 1 2 0 0 0 2 2 

CO2 2 0 2 1 3 1 2 1 0 0 3 1 

CO3 1 0 3 0 3 2 1 0 0 0 3 2 

CO4 1 1 3 1 3 1 2 0 0 0 2 1 

Theory Syllabus 

Unit Content Hrs. 

1 Basic of Server Enterprise / Server Core Version 

Basic of Server Enterprise: AD, Identity and Access, Components of AD infrastructure, create new 

windows Server 2008 Forest, Adding AD DS role using windows interface, creating DC. Enterprise VS 

Core, Server Core: Installing server core, working with AD snap ins, AD administration tools, creating 

a Custom console with AD span ins AD Objects  

9 



2 Template creation, PowerShell and VB Script 

Template creation: Creating users with templates, dsadd , csvde , ldifde, PowerShell and VB 

Script: PowerShell, vbscript , cmdlets and objects of PowerShell , Using aliases, Import users from 

database with windows power shell, vbscript vs. windows PowerShell 

6 

3 Overview and review of Group policy, RODC, FSMO, MMC 

Group Policy: Policy settings, managing group policy scope, GPO links, inheritance and 

precedence, WMI filter, group policy processing, resultant set of policy, delegating the support of 

computers, delegating administration using restricted group policy. 
RODC, FSMO, MMC: Configuring RODC, deploying RODC, administer RODC credentials 

caching, administrating role separation, Introduction of FDMO, Introduction of MMC, Creating 

Snap ins of MMC, console Mode of MMC.  

7 

4 Introduction of ADCS and ADRMS 

Introduction of ADCS: Understanding AD CS, Configuring AD CS, Working with Enterprise 

PKI. 

ADRMS: Understanding AD RMS, Configuring AD RMS, Creating a Rights Policy Template 

8 

Text Books: 

1 Configuring Windows Server 2008 Network Infrastructure by J.C. Mackin and Tony Northrup-

Microsoft Press Publisher 

 

2 Microsoft Windows Server 2008 R2 Administration Instant Reference – Import, By Matthew 

Hester, Chris Henley, Publisher Sybex 

 

 

3 Windows Server 2008 Administrator's Companion, 1st edition By Russel, Charli, Publisher 

Sybex. 

 

Reference Books: 

1 Windows Server 2008 Server Administrator Kindle Edition by Stuart Ami  ASIN  : 

 B00ON6VFVU 

 

 

2 All the Steps of Server 2008: Hand Book of Server 2008 Author Vishweshwar Sahini, ASIN : 

 B079W4XMZJ. 

 

 

3 Windows Server 2008 R2: Interview Questions You'll Most Likely Be Asked Paperback – Import, 

, by Vibrant Publishers , Publisher  :  CreateSpace  

 

 

Web References / MOOC / Certification Course: 

1 https://www.udemy.com/course/active-directory-domain-controllers-operations-masters-gc  

2 https://www.udemy.com/course/mastering-group-policy-on-windows-server-2008  

3 https://www.udemy.com/course/windows-server-2008-build-network-from-scratch  

4 http:// www.udemy.com/course/configuring-managing-and-maintaining-windows-server-2008  

Question Paper Scheme: 

https://www.amazon.in/Matthew-Hester/e/B002U9ILJ6/ref=dp_byline_cont_book_1
https://www.amazon.in/Matthew-Hester/e/B002U9ILJ6/ref=dp_byline_cont_book_1
https://www.amazon.in/Chris-Henley/e/B0034670TG/ref=dp_byline_cont_book_2
https://www.amazon.in/Russel/e/B001IGNJLM/ref=dp_byline_cont_book_1
https://www.amazon.in/Charli/e/B001IGNJLM/ref=dp_byline_cont_book_2
https://www.amazon.in/s/ref=dp_byline_sr_ebooks_1?ie=UTF8&field-author=Stuart+Ami&text=Stuart+Ami&sort=relevancerank&search-alias=digital-text
https://www.amazon.in/Vibrant-Publishers/e/B00418KJF8/ref=dp_byline_cont_book_1


  University Examination Duration:2Hours 

Note for Examiner: 

Q-1 Must be common from any topics from the syllabus. 

 Q-2 And onwards must be from specific topics and internal choice or option can be given. 

 

Paper Structure: 

Q-1 Must be from all Unit Any Five out of seven (25 Marks) (CO1, CO2, CO3, CO4) 

Q-2 Must be from Unit 1: Any Two out of Three (06 Marks) CO1 

Q-3 Must be from Unit 2: Only one question without any option (05 Marks) CO2 

Q-4 Must be from Unit 3: Any Two out of Three (08 Marks) CO3 

 Q-5 Must be from Unit 4: Any Two out of Three (06 Marks) CO4 

 

 


