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Credit 3 0 2 0 5 Theory 40 60 100
Hours 3 0 4 0 7 Practical 60 40 100

Pre-requisites:

TCP / IP Fundamentals, Linux Fundamentals, Cryptography, Computer Network

Learning Outcome:

After Successful completion of the course, students will be able to:
e Understand the importance of Identity and Access Management in an organization
e Analyse various auditing policies
e Apply various access control techniques through user groups
e Develop capacity to prepare various access control mechanism

Theory syllabus

Unit Content Hrs

1 Introduction to IAM: 8
Introduction to IAM, Enterprise or Organizational Identities, Electronics and non-
electronics Identities, Review of Identity and Access Management: Theory & Practice, Role
Based Access Management, Modeling Enterprise Identity and Access Management Systems

2 User interface: 8
Navigating the user interface, Using the command line interface (CLI), Access management

3 Directories: 7
Introduction To Ldap, Ldap Concepts & Architecture, Ldap Replication

4 Single Sign-On (SSO) Concepts and Methods: 8
Single Sign-On Techniques, Access Control, Password Management, Introduction to Single
Sign On Methods

5 Introduction to Federation: 7
Federation Overview, Federation Protocols, Governance Risk and Compliance

6 Identity Management and Provisioning: 7

Multi Factor authentication (Mfa),Origin Of Mfa, Introduction to Auditing & Reporting,
Identity Management And User Provisioning, Introduction To Identity Manager, [dentity
Manager Structure & Components, , Identity & Access Management Governance

Suggested Practical List

Practical contents will be based on concepts of user and group creation, role access and management

and creation of security policy

Text Books

1 Identity & Access Management: A Systems Engineering Approach By Omondi Orondo

Reference link




1 | Identity Management: A Primer,Graham Williamson, David Yip

Course Outcomes:

COs | Description

CO1 | Understand the importance of Identity and Access Management in an organization

CO2 | Analyse various auditing policies

CO3 | Apply various access control techniques through user groups

C04 | Develop capacity to prepare various access control mechanism

Mapping of CO and PO
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