GANPAT UNIVERSITY Date : 12/07/2025

FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester |
Total Course : 7 Total Regular Course 5
Total Elective Course : 1 Total Open Course 0
Total Audit Course : 1
Teaching Scheme Examination Scheme

# CourseCode Course Title CREDIT TOTAL TH PR

TH |PR/TW|TOTAL | HOURS | Internal | External | Internal | External | TOTAL
1 2HS101 CALCULUS 4.00 | 0.00 4.00 4.00 0/40 0/60 - - 100
2 | 2csE101 |, INTERNETPROGRAMMING | 300 | 200 | 500 | 700 [ om0 | oeo | oo | o0 | 200
3 | 2csEr02 ESSENTIALS OF SOFTWARE FOUNDATION | 300 [ 200 | 500 [ 700 | om0 | R oo | o0 | 200

& PROGRAMMING - |

4 | 2csE108 |, DIGITALELECTRONICS | 300 | 100 | 400 | 500 [ om0 | oeo | oo | o0 | - 150
5 | 2csE105 |, BASIC ELECTRONICS WORKSHOP | 000 | 200 | 200 | 400 [ - | - o0 | o0 | - 100
s | | AUDITSUBJECT-1 | ooo| 000 | 000 | 200 | - | -0 -0 - o
R | ELECTIVE SUBJECT - 1 (UHV_Elective-) | 200 [ 000 | 200 | 200 | oroo | -0 -0 - 100

15.00| 7.00 | 22.00| 31.00 850

List of Elective Subjects

Name of Course
UNIVERSAL HUMAN VALUE (INTEGRATED PERSONALITY DEVELOPMENT COURSE-1)

UNIVERSAL HUMAN VALUE (DISCOVER YOURSELF THROUGH BHAGAVAD GITA-1)

Course Code
UHV1IPDC1

UHV3DYSBG1

Group Name
UHV_ELECTIVE-I

List of Audit Subjects

Group Name Course Code Name of Course
AUDIT 205101 CAREER DEVELOPMENT PROGRAM - |
Examination Grade Range & Value
Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 90>= [ A+ | 10 [ A | .9
...80To89 | A9 B+ | 8 .
... 70To79 | B+ [ 8 | B | ... (A
...60To69 | B [ 7 | C+ | ... . 6
...50To59 | C+ [ 6 | cC | 5.
..4To49 | C [ 5 | C | 5.
,,,,,,,, 4 |\ F { O {\ F 1 0
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GANPAT UNIVERSITY Date : 20/01/2026

FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester I
Total Course : 8 Total Regular Course : 5
Total Elective Course : 2 Total Open Course 0
Total Audit Course : 1
Teaching Scheme Examination Scheme
# CourseCode Course Title CREDIT TH PR
TOTAL
TH |PR/TW|TOTAL | HOURS { Internal | External | Internal | External | TOTAL

1 2HS102 LINEAR ALGEBRA 4.00 | 0.00 4.00 4.00 0/40 0/60 100
2 2CSE202 BASICS OF COMMUNICATION SYSTEM 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150
3 | 2CSE203 ESSENTIALS OF SOFTWARE FOUNDATION 3.00 | 2.00 5.00 7.00 0/40 0/60 0/60 0/40 200

& PROGRAMMING - II
4 | 2CSE204 BASICS OF OPERATING SYSTEM AND 0.00 | 2.00 2.00 4.00 0/60 0/40 100

SCRIPTING
5 2CSE205 COMPUTER ORGANIZATION 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150
6 ELECTIVE SUBJECT - 1 (UHV_Elective-l) 2.00 | 0.00 2.00 2.00 0/100 100
7 AUDIT SUBJECT - 1 0.00 | 0.00 0.00 2.00 0

15.00| 6.00 | 21.00 | 29.00 800

List of Elective Subjects

Name of Course
UNIVERSAL HUMAN VALUE (INTEGRATED PERSONALITY DEVELOPMENT COURSE-2)

Course Code
UHV2IPDC2

Group Name
UHV_ELECTIVE-I

List of Audit Subjects

Group Name Course Code Name of Course
AUDIT OSCSE101 ELECTRONICS WORKSHOP
Examination Grade Range & Value
Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 90>= | A+ | 10 [ A | 9
...80To89 | A | 9 [ B+ | .. 8
... 70To79 | B+ | 8 [ B | . 7o
.. 60To69 | B |\ 7 | C+ | . 6
...9%0To89 [ C+ | 6 | N S
.. 40To49 | C 5 [ N S
,,,,,,,, 4 | F { 0 1 F | 0
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GANPAT UNIVERSITY Date : 12/07/2025

FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester i
Total Course : 7 Total Regular Course : 6
Total Elective Course : 0 Total Open Course 0
Total Audit Course : 1
Teaching Scheme Examination Scheme

# CourseCode Course Title CREDIT TOTAL TH PR

TH |PR/TW|TOTAL | HOURS | Internal | External | Internal | External | TOTAL
1 2HS306 APPLIED ENGINEERING MATHEMATICS 400 | 0.00 4.00 4.00 0/40 0/60 100
2 [ 2ns309 |, ENTREPRENEURSHIP DEVELOPMENT | 3.00 | 000 | 300 | 300 [ oMo | mwo | - | - | - 100
3 | 2cseso1r | DATABASE MANAGEMENT SYSTEM | 400 [ 200 | 600 | 800 | om0 | oo | oo | o0 | 200
4 | 2csE302 | DATASTRUCTURES | 300 [ 200 [ 500 [ 700 | om0 | I o0 | o0 | 200
5 | 2csesos | OBJECT ORIENTED PROGRAMMING | 300 [ 200 | 500 | 700 | o0 | I o0 | o0 | 200
6 | 2Hssos | SOCIETALINTERNSHP | o000 | 100 | 100 | 200 | - | - | o0 | o0 | 50
7 AuDITSuBECT-1  |ooo| o000 | 000 | 100 | - | - | - | - | o

17.00| 7.00 | 24.00 | 32.00 850

List of Audit Subjects

Group Name Course Code Name of Course

AUDIT 208301 PROFESSIONAL SKILL BUILDING - |
Examination Grade Range & Value

Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 90>= [ A+ | 10 [ A | 9
....80To89 | A L9 | B+ | ... 8
.. 7QTo79 | B+ [ 8 | B | ... (A
...60To69 | B [ 7 | C+ | .. 6
...80To59 | C+ |\ 6 [ cC ... 5.
..4To49 | C [ 5 | C | 5.
,,,,,,,, 4 |\ F { O { F 1 0
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GANPAT UNIVERSITY Date :20/01/2026
FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester v
Total Course : 7 Total Regular Course : 5
Total Elective Course : 0 Total Open Course 0
Total Audit Course : 2
Teaching Scheme Examination Scheme

# CourseCode Course Title CREDIT TOTAL TH PR

TH |PR/TW|TOTAL | HOURS | Internal | External | Internal | External | TOTAL
1 2CSE401 PROBABILITY & STATISTICS 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150
2 | 2csE402 |, OPERATINGSYSTEM | 300 | 100 | 400 | 500 [ om0 | oo | om0 | o0 | - 150
3 | 2cse403 | FUNCTIONALPROGRAMMING | 300 | 100 | 400 | 500 | om0 | weo | oo | o0 | - 150
4 | 2csear0 | FRONTENDTECHNOLOGIES | 300 | 200 | 500 | 700 | om0 | weo | oo | o0 | 200
5 | 2csE4nt | SOFTWAREENGINEERNG | 300 | 100 | 400 | 500 | o040 | weo | oo | o0 | - 150
s | | AUDITSUBJECT-1 | ooo| 000 | 000 | 200 | - | -0 -0 - o

15.00| 6.00 | 21.00 | 29.00 800

List of Audit Subjects

Group Name Course Code Name of Course
AUDIT OSCSE102 ANDROID APPLICATION DEVELOPEMENT
OSCSE103 LANGUAGE PROFICIENCY COURSE

Examination Grade Range & Value

Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 90>= | A+ [ 10 | A |9
...80To89 | A9 B+ | .. 8
.0 To79 [ B+ | 8 | B | .. [
..60To69 | B | 7 | C+ | 6
...90To89 [ C+ | 6 | C | ... S
.. 40To49 [ C | 5 | O S
,,,,,,,, <40 [ F |} 0 | F | 0
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GANPAT UNIVERSITY Date : 12/07/2025
FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester : \Y
Total Course : 7 Total Regular Course : 6
Total Elective Course : 1 Total Open Course 0
Total Audit Course : 0
Teaching Scheme Examination Scheme

# CourseCode Course Title CREDIT TOTAL TH PR

TH |PR/TW|TOTAL | HOURS | Internal | External | Internal | External | TOTAL
1 2CSE502 COMPUTER NETWORKS 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150
2 | 2csE508 |, ALGORITHMANALYSIS &DESIGN | 300 [ 100 | 400 | 500 | om0 | oeo | oo | o0 | - 150
3 | 2cseso4 | SUMMERINTERNSHIP | ooo | 200 | 200 | 400 | - | - o0 | o0 | - 100
a4 | 2cseso7 |, IDENTITY & ACCESS MANAGEMENT | 300 | 200 | 500 | 700 [ om0 | oo | oo | os0 | 200
5 | 2csesos | MICROCONTROLLER & APPLICATIONS | 300 | 100 | 400 | 500 | om0 | I oo | o0 | 150
6 | 2csesoo | APTITUDE SKILLDEVELOPMENT | 200 [ 000 | 200 | 200 | om0 | oo | -0 - 100
7 ELECTIVE SUBJECT- 1 (ELECTIVE) | 300 | 100 | 400 | 500 [ oo | oeo | oo | o0 | - 150

17.00| 8.00 | 25.00 | 33.00 1000

List of Elective Subjects

Group Name Course Code Name of Course
ELECTIVE-I 2CSE50E24 CRYPTOGRAPHY
2CSE50E27 DATA SCIENCE & MODELING USING R

Examination Grade Range & Value

Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 90>= | A+ [ 10 | A |9
...80To89 | A9 B+ | . 8
...0To79 [ B+ | 8 | B | . T
...80To69 [ B | 7T | C+ [ ... 6
...90Tos59 [ C+ | 6 | C | ... S
.. 40To49 [ C | 5 | C | ... S
,,,,,,,, 40 [ F 1 0 } F [ 0
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GANPAT UNIVERSITY Date : 20/01/2026

FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester Vi
Total Course : 6 Total Regular Course 4
Total Elective Course 2 Total Open Course 0
Total Audit Course 0
Teaching Scheme Examination Scheme

# CourseCode Course Title CREDIT TOTAL TH PR

TH |PR/TW|TOTAL | HOURS | Internal | External | Internal | External | TOTAL
1 2CSE601 THEORY OF COMPUTATION 4.00 | 0.00 4.00 4.00 0/40 0/60 100
2 | 2cseeos |, NETWORKSECURITY | 300 | 100 | 400 | 500 [ om0 | oo | om0 | o0 | - 150
3 | 2cseeo4 | CYBERCRME&LAW | 300 000 | 300 | 300 [ om0 | mwo | - | - | - 100
4 | 2cseeos | DATASECURITYSYSTEMS | 300 | 200 | 500 | 700 | om0 | weo | oo | o0 | 200
s | ELECTIVE SUBJECT-1 (ELECTVE-l) | 200 | 100 | 300 | 400 | om0 | weo | oo | oo | - 150
e | | ELECTIVE SUBJECT-1 (ELECTVE-I) | 000 [ 200 | 200 | 400 [ - | - | oo | oo | - 100

15.00| 6.00 | 21.00| 27.00 800

List of Elective Subjects

Group Name Course Code Name of Course
ELECTVEN ] 2CcseeoE2r ! DATAMINING & WAREHOUSING
,,,,,,,,,,,,,,,,,,,,,,,,, 2CSE60E20  [IMAGEPROCESSING
ELECTIVE-III 2CSEB0E26 ETHICAL HACKING
2CSEBOE28 IT INFRASTRUCTURE MANAGEMENT

Examination Grade Range & Value

Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 0>= | A+ | 10 |} A [ 9
. 80To89 | A9 B+ | 8
. f0Tov9 | B+ | 8 | B | o
. 60To69 | B | 7 | C+ [ 6
~..80Tes9 | C+ | 6 | c | S
. 40To49 | C | &5 | c | S
,,,,,,,, 4 ( F [ 0 { F 1 0
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GANPAT UNIVERSITY Date : 12/07/2025
FACULTY OF ENGINEERING & TECHNOLOGY
INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))
Syllabus Details

Effective Year 2025-2026

Program :B.TECH-CSE(CS) Semester : VI
Total Course : 6 Total Regular Course : 5
Total Elective Course : 1 Total Open Course 0
Total Audit Course : 0
Teaching Scheme Examination Scheme
# CourseCode Course Title CREDIT TH PR
TOTAL
TH |PR/TW|TOTAL | HOURS { Internal | External | Internal | External | TOTAL
1 2CSE701 COMPILER DESIGN 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150
2 2CSE706 CYBER CASE STUDY 0.00 | 1.00 1.00 2.00 0/30 0/20 50
3 2CSE707 CYBER FORENSICS 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150
4 | 2CSE708 SECURITY INCIDENT & EVENT 3.00 | 2.00 5.00 7.00 0/40 0/60 0/60 0/40 200
MANAGEMENT

5 2CSE713 MALWARE ANALYSIS 0.00 | 2.00 2.00 4.00 0/60 0/40 100
6 ELECTIVE SUBJECT - 1 (ELECTIVE-IV) 3.00 | 1.00 4.00 5.00 0/40 0/60 0/30 0/20 150

12.00| 8.00 | 20.00 | 28.00 800

List of Elective Subjects

Group Name Course Code
ELECTIVE-IV 2CSE70E25

2CSE70E19

CYBER DEFENCE

CLOUD COMPUTING ESSENTIALS

Examination Grade Range & Value

Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 0>= | A+ | 10 |} A [ 9
. 80To89 | A9 B+ | 8
. f0Tov9 | B+ | 8 | B | [
. 60To69 | B | 7 | C+ [ 6
.80Tes9 | C+ | 6 | c | S
. 4To49 | C | 5 | c | S
,,,,,,,, 4 ( F [ 0 { F 1 0




GANPAT UNIVERSITY
FACULTY OF ENGINEERING & TECHNOLOGY

INSTITUTE OF COMPUTER TECHNOLOGY
BACHELOR OF TECHNOLOGY IN COMPUTER SCIENCE & ENGINEERING (CYBER SECURITY)

(B.TECH-CSE(CS))

Syllabus Details

Effective Year 2025-2026

Date

: 20/01/2026

Program :B.TECH-CSE(CS) Semester VIl
Total Course : 1 Total Regular Course : 1
Total Elective Course 0 Total Open Course 0
Total Audit Course 0
Teaching Scheme Examination Scheme
# CourseCode Course Title CREDIT TH PR
TOTAL

TH |PR/TW|TOTAL | HOURS { Internal | External | Internal | External | TOTAL
1 2CSE801 INDUSTRIAL PROJECT 0.00 | 16.00 | 16.00 32.00 0/200 0/200 400

0.00 | 16.00| 16.00| 32.00 400

Examination Grade Range & Value

Marks/Perc. Grade Grade Point Grade Grade Point
Range (Regular) (Regular) (Remedial) (Remedial)
,,,,,,, 0>= | A+ | 10 |} A [ 9
. 80To89 | A9 B+ | 8
. 7f0Tov9 | B+ | 8 | B | [
. 60To69 | B | 7 | C+ [ 6
~..80Tes9 | C+ | 6 | c | S
. 4To49 | C | 5 | c | S
,,,,,,,, 40 | F 1 0 | F [ 0
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